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APPEAL,TYPE I-FOIA

U.S. Distr ict Cour t
Distr ict of Columbia (Washington, DC)

CIVIL DOCKET FOR CASE #: 1:12-cv-01088-CRC

FREEDOM WATCH, INC. v. NATIONAL SECURITY
AGENCY et al
Assigned to: Judge Christopher R. Cooper
Case in other court:  USCA, 14-05174
Cause: 05:552 Freedom of Information Act

Date Filed: 06/28/2012
Jury Demand: None
Nature of Suit: 895 Freedom of
Information Act
Jurisdiction: U.S. Government Defendant

Plaintiff
FREEDOM WATCH, INC. represented by Larry E. Klayman 

LAW OFFICES OF LARRY
KLAYMAN 
2020 Pennsylvania Avenue, NW 
Suite 345 
Washington, DC 20006 
(310) 595-0800 
Fax: (310) 275-3276 
Email: leklayman@gmail.com 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

V.
Defendant
NATIONAL SECURITY AGENCY represented by John Kenneth Theis 

U.S. DEPARTMENT OF JUSTICE 
P.O. Box 883 
Washington, DC 20044 
(202) 305-7632 
Fax: (202) 616-8460 
Email: john.k.theis@usdoj.gov 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

Joseph Char les Folio , III 
U.S. DEPARTMENT OF JUSTICE 
Civil Division 
20 Massachusetts Avenue, NW 
Room 7218 
Washington, DC 20530 
(202) 305-4968 
Fax: (202) 616-8470 
Email: Joseph.Folio@usdoj.gov 
LEAD ATTORNEY  JA1
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ATTORNEY TO BE NOTICED

Defendant
CENTRAL INTELLIGENCE
AGENCY

represented by John Kenneth Theis 
(See above for address) 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

Joseph Char les Folio , III 
(See above for address) 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

Defendant
DEPARTMENT OF STATE represented by John Kenneth Theis 

(See above for address) 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

Joseph Char les Folio , III 
(See above for address) 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

Four thPar ty Plaintiff
DEPARTMENT OF DEFENSE represented by John Kenneth Theis 

(See above for address) 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

Joseph Char les Folio , III 
(See above for address) 
LEAD ATTORNEY 
ATTORNEY TO BE NOTICED

Date Filed # Docket Text

06/28/2012 1  COMPLAINT against CENTRAL INTELLIGENCE AGENCY, DEPARTMENT
OF DEFENSE, DEPARTMENT OF STATE, NATIONAL SECURITY AGENCY
( Filing fee $ 350, receipt number 4616049678) filed by FREEDOM WATCH,
INC.. (Attachments: # 1 Civil Cover Sheet)(jf, ) . (Entered: 07/03/2012)

06/28/2012   SUMMONS (6) Issued as to CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF STATE, NATIONAL SECURITY AGENCY,
DEPARTMENT OF DEFENSE, U.S. Attorney and U.S. Attorney General (jf, )
(Entered: 07/03/2012)

08/30/2012 2  NOTICE of Appearance by John Kenneth Theis on behalf of CENTRAL
INTELLIGENCE AGENCY, DEPARTMENT OF DEFENSE, DEPARTMENT
OF STATE, NATIONAL SECURITY AGENCY (Theis, John) (Entered:

JA2
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08/30/2012)

08/30/2012 3  ANSWER to 1 Complaint by CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE, DEPARTMENT OF STATE, NATIONAL
SECURITY AGENCY.(Theis, John) (Entered: 08/30/2012)

09/05/2012   MINUTE ORDER: Before the Court in this FOIA case are a complaint and an
answer. The requirements of LCVR 16.3 and Rule 26(f) of the Federal Rules of
Civil procedure appear to be inapplicable. Defendant may have 30 days from the
date of this order within which to file a dispositive motion or, in the alternative, to
file a report setting forth the schedule according to which it will complete its
production of documents to the plaintiff. Signed by Judge Robert L. Wilkins on
9/5/2012. (tcb) (Entered: 09/05/2012)

10/05/2012 4  MOTION for Judgment on the Pleadings , MOTION for Summary Judgment by
CENTRAL INTELLIGENCE AGENCY, DEPARTMENT OF DEFENSE,
DEPARTMENT OF STATE, NATIONAL SECURITY AGENCY (Attachments: #
1 Declaration, # 2 Declaration, # 3 Declaration, # 4 Declaration, # 5 Text of
Proposed Order)(Theis, John) (Entered: 10/05/2012)

10/09/2012   MINUTE ORDER: The parties shall appear on December 10, 2012 in Courtroom
27A at 3:00 PM for a motions hearing on Defendants MOTION for Judgment on
the Pleadings and MOTION for Summary Judgment. Signed by Judge Robert L.
Wilkins on 10/9/2012. (tcb) (Entered: 10/09/2012)

10/24/2012 5  RESPONSE re 4 MOTION for Judgment on the Pleadings MOTION for Summary
Judgment filed by FREEDOM WATCH, INC.. (Attachments: # 1 Exhibit David
Sanger Article, # 2 Text of Proposed Order, # 3 Certificate of Service)(Klayman,
Larry) (Entered: 10/24/2012)

11/05/2012 6  REPLY to opposition to motion re 4 MOTION for Judgment on the Pleadings
MOTION for Summary Judgment filed by CENTRAL INTELLIGENCE
AGENCY, DEPARTMENT OF DEFENSE, DEPARTMENT OF STATE,
NATIONAL SECURITY AGENCY. (Theis, John) (Entered: 11/05/2012)

12/10/2012   Minute Entry for proceedings held before Judge Robert L. Wilkins: Motion
Hearing held and concluded on 12/10/2012 re Defendant's 4 MOTION for
Judgment on the Pleadings MOTION for Summary Judgment. Argument heard and
Motion GRANTED in part and DENIED in part for reasons stated on the record in
open court. The parties directed to meet and confer to submit a proposed order to
the Court by close of business, Tuesday, December 11, 2012. Court further directed
the parties to meet and confer regarding how to proceed in this case and file a joint
status report with a proposed order attached by Monday, December 17, 2012.
(Court Reporter Rebecca Stonestreet) (tcb) (Entered: 12/10/2012)

12/11/2012 7  NOTICE of Proposed Order by CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE, DEPARTMENT OF STATE, FREEDOM
WATCH, INC., NATIONAL SECURITY AGENCY (Theis, John) (Entered:
12/11/2012)

12/13/2012 8  ORDER re: Defendants 4 Motion for Judgment on the Pleadings and Motion for
Summary Judgment; it is hereby ORDERED that the Motion for Judgment on the
Pleadings of Defendants National Security Agency and Central Intelligence
Agency is GRANTED; and it is FURTHER ORDERED that Defendant

JA3
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Department of Defenses Motion for Partial Summary Judgment is GRANTED; and
it is FURTHER ORDERED that Defendant Department of States Motion for
Judgment on the Pleadings is GRANTED with respect to Request Numbers 1 and
3-6 of Plaintiffs Freedom of Information Act request; and it is FURTHER
ORDERED that Defendant Department of States Motion for Judgment on the
Pleadings is DENIED with respect to Request Number 2. Signed by Judge Robert
L. Wilkins on 12/13/2012. (tcb) (Entered: 12/13/2012)

12/17/2012 9  STATUS REPORT by CENTRAL INTELLIGENCE AGENCY, DEPARTMENT
OF DEFENSE, DEPARTMENT OF STATE, FREEDOM WATCH, INC.,
NATIONAL SECURITY AGENCY. (Attachments: # 1 Text of Proposed Order)
(Theis, John) (Entered: 12/17/2012)

12/18/2012 10  ORDER: Upon consideration of the parties Joint Status Report (Dkt. No. 9), it is
hereby ORDERED that no later than March 18, 2013, Defendant Department of
State (State) will: (1) conclude its search for records responsive to Plaintiffs
Request Number 2 that relate to the June 1, 2012 New York Times article, (2)
process and produce any non-exempt records; and (3) produce a Vaughn index (to
the extent one is required); and it is FURTHER ORDERED that State will then file
a dispositive motion no later than April 17, 2013. Signed by Judge Robert L.
Wilkins on 12/18/2012. (tcb) (Entered: 12/18/2012)

12/18/2012   Set/Reset Deadlines: Defendant Department of State (State) will: (1) conclude its
search for records responsive to Plaintiffs Request Number 2 that relate to the June
1, 2012 New York Times article, (2) process and produce any non-exempt records;
and (3) produce a Vaughn index (to the extent one is required) due by
3/18/2013.State Dispositive Motion due by 4/17/2013 (tcb) (Entered: 12/18/2012)

04/17/2013 11  MOTION for Summary Judgment by DEPARTMENT OF STATE (Attachments: #
1 Declaration, # 2 Text of Proposed Order)(Theis, John) (Entered: 04/17/2013)

04/30/2013 12  Unopposed MOTION for Extension of Time to File Response/Reply as to 11
MOTION for Summary Judgment by FREEDOM WATCH, INC. (Attachments: #
1 Text of Proposed Order, # 2 Certificate of Service)(Klayman, Larry) (Entered:
04/30/2013)

05/01/2013   MINUTE ORDER granting 12 Plaintiff's Motion for Extension of Time to File
Response/Reply. Plaintiff shall file its response to Defendants' Motion for
Summary Judgment by no later than May 20, 2013. Signed by Judge Robert L.
Wilkins on 5/1/2013. (lcrlw3) (Entered: 05/01/2013)

05/01/2013   Set/Reset Deadlines: Response to Motion for Summary Judgment due by
5/20/2013. (clv, ) (Entered: 05/01/2013)

05/20/2013 13  RESPONSE re 11 MOTION for Summary Judgment filed by FREEDOM
WATCH, INC.. (Attachments: # 1 Affidavit Rule 56(d) Affidavit of Larry
Klayman)(Klayman, Larry) (Entered: 05/20/2013)

05/20/2013 14  NOTICE of Filing of Certificate of Service by FREEDOM WATCH, INC. re 13
Response to motion (Klayman, Larry) (Entered: 05/20/2013)

05/30/2013 15  MOTION for Extension of Time to File Response/Reply as to 11 MOTION for
Summary Judgment by DEPARTMENT OF STATE (Attachments: # 1 Text of
Proposed Order)(Theis, John) (Entered: 05/30/2013) JA4
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06/04/2013 16  RESPONSE re 15 MOTION for Extension of Time to File Response/Reply as to 11
MOTION for Summary Judgment and Request for Discovery filed by FREEDOM
WATCH, INC.. (Attachments: # 1 Certificate of Service)(Klayman, Larry)
(Entered: 06/04/2013)

06/05/2013 17  ORDER granting 15 MOTION for Extension of Time to File Response/Reply as to
11 MOTION for Summary Judgment ;It is hereby ORDERED that, by July
29,2013, Department of State shall file its reply in support of its Motion for
Summary Judgment. Signed by Judge Robert L. Wilkins on 6/5/2013. (tcb)
(Entered: 06/05/2013)

06/10/2013 18  MOTION for Discovery and To Shorten Time for Defendant to Respond by
FREEDOM WATCH, INC. (Attachments: # 1 Certificate of Service, # 2 Text of
Proposed Order)(Klayman, Larry) (Entered: 06/10/2013)

06/11/2013   MINUTE ORDER: It is hereby ORDERED that the Defendants are directed to file
any response or opposition to Plaintiffs 18 MOTION for Discovery and To Shorten
Time for Defendant to Respond by Monday, June 17, 2013 and any reply shall be
due by no later than Wednesday, June 20, 2013. Signed by Judge Robert L. Wilkins
on 6/11/2013. (tcb) (Entered: 06/11/2013)

06/14/2013 19  MOTION Expedited Ruling re Order, Set Deadlines,, by FREEDOM WATCH,
INC. (Attachments: # 1 Exhibit Articles Showing State Department Cover Up, # 2
Certificate of Service)(Klayman, Larry) (Entered: 06/14/2013)

06/17/2013 20  RESPONSE re 18 MOTION for Discovery and To Shorten Time for Defendant to
Respond filed by DEPARTMENT OF STATE. (Theis, John) (Entered: 06/17/2013)

06/18/2013   MINUTE ORDER: Plaintiffs MOTION Expedited Ruling re Order, Set Deadlines
at DKT # 19 is hereby DENIED for failure to attach a proposed order pursuant to
Local Rule 7(c) and failure to file a notice with required compliance with Local
Rule 7(m). Signed by Judge Robert L. Wilkins on 6/18/2013. (tcb) (Entered:
06/18/2013)

06/18/2013   MINUTE ORDER: IT IS HEREBY ORDERED THAT Plaintiffs Motion to Take
Discovery of State, Dkt. 18, is DENIED. The Court finds that Plaintiffs allegations
of bad faith are speculative, and speculation accusations of bad faith do not entitle a
FOIA plaintiff to discovery. Accuracy in Media, Inc. v. Natl Park Serv., 194 F.3d
120, 125 (D.C. Cir. 1999). If appropriate, Plaintiff can renew the motion after
Defendant State Department has had the opportunity to fully explain the adequacy
of its search for responsive records. Signed by Judge Robert L. Wilkins on
6/18/2013. (tcb) (Entered: 06/18/2013)

07/29/2013 21  Unopposed MOTION for Extension of Time to File Response/Reply as to 11
MOTION for Summary Judgment by DEPARTMENT OF STATE (Attachments: #
1 Text of Proposed Order)(Theis, John) (Entered: 07/29/2013)

07/30/2013 22  ORDER granting 21 Unopposed MOTION for Extension of Time to File
Response/Reply as to 11 MOTION for Summary Judgment ; It is hereby
ORDERED that, by July 30, 2013, Department of State shall file its reply in
support of its Motion for Summary Judgment. Signed by Judge Robert L. Wilkins
on 7/30/2013. (tcb) (Entered: 07/30/2013)

07/30/2013 23  REPLY to opposition to motion re 11 MOTION for Summary Judgment filed by
JA5
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DEPARTMENT OF STATE. (Attachments: # 1 Declaration)(Theis, John)
(Entered: 07/30/2013)

01/24/2014   Case reassigned to the Calendar Committee who will oversee it until it is
reassigned to another judge. Judge Robert L. Wilkins has been elevated to the U.S.
Court of Appeals for DC and is no longer assigned to the case. Any questions
should be directed to Terri Barrett, formerly Judge Wilkins deputy clerk, at 202-
354-3179 or terri_barrett@dcd.uscourts.gov (tcb) (Entered: 01/24/2014)

04/07/2014   Case directly reassigned to Judge Christopher R. Cooper. Calendar Committee no
longer assigned to the case. (zgt, ) (Entered: 04/07/2014)

06/12/2014 24  ORDER granting 11 Motion for Summary Judgment. Signed by Judge Christopher
R. Cooper on 6/12/2014. (lccrc1, ) (Entered: 06/12/2014)

06/12/2014 25  MEMORANDUM OPINION re: 11 Defendant's Motion for Summary Judgment.
Signed by Judge Christopher R. Cooper on 6/12/2014. (lccrc1, ) . (Entered:
06/12/2014)

07/14/2014 26  NOTICE OF APPEAL TO DC CIRCUIT COURT as to 24 Order on Motion for
Summary Judgment, 25 Order by FREEDOM WATCH, INC.. Filing fee $ 505,
receipt number 0090-3778370. Fee Status: Fee Paid. Parties have been notified.
(Klayman, Larry) (Entered: 07/14/2014)

07/15/2014 27  Transmission of the Notice of Appeal, Order Appealed, and Docket Sheet to US
Court of Appeals. The Court of Appeals fee was paid this date 7/14/14 re 26 Notice
of Appeal to DC Circuit Court. (td, ) (Entered: 07/15/2014)

07/16/2014   USCA Case Number 14-5174 for 26 Notice of Appeal to DC Circuit Court filed by
FREEDOM WATCH, INC.. (kb) (Entered: 07/16/2014)

10/20/2014 28  NOTICE of Appearance by Joseph Charles Folio, III on behalf of CENTRAL
INTELLIGENCE AGENCY, DEPARTMENT OF DEFENSE, DEPARTMENT
OF STATE, NATIONAL SECURITY AGENCY (Folio, Joseph) (Entered:
10/20/2014)
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

 
 
FREEDOM WATCH, INC., 
 

Plaintiff, 

v. 

NATIONAL SECURITY AGENCY; 
CENTRAL INTELLIGENCE AGENCY; 
DEPARTMENT OF DEFENSE; and 
DEPARTMENT OF STATE, 
 
 

Defendants. 
 

      

 

Case No.  1:12-cv-01088 
Judge Robert L. Wilkins 
 
 

 

 
 
 
 

 
EXHIBIT A 
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

NATIONAL SECURITY AGENCY,)
et. al. )

)
Defendants. )

)

-----------)
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FOIA.1 Attachment 2,,. 2.

I The refusal to confirm or deny the existence or nonexistence of records responsive to a FOIA request is
commonly referred to as a Glomar response, under terminology derived from the D.C. Circuit's decision in
Phillippi v. CIA, 546 F.2d 1009 (1976). There, the Central Intelligence Agency ("CIA") defended its
refusal to confirm or deny the existence of records concerning the CIA's reported contacts with the media
regarding a ship named Hughes Glomar Explorer. Id. at 101 I.
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~Executed, this _---../ day of September 2012, pursuant to 28 D.S.C. §1746.

AMELA N. PHILLIPS
Chief, FO IAiPA Office
National Security Agency
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ATTACHMENT 1
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Jun 01 12 i11:558 Private

DOCID: 3975419',

Re: Freedom of I'formation Ae~RequestI .
Dear SirJMadam: ; ! ,j

OnJW1e l,2J12, the New York T~es,published two arti~l~~.~~Ob#.rdcri~ u~
Wave of Cyb~rattacks Against Ira;n"by David E. Sanger. ~ ..arti~l~~'coPY~tWhi<:Ji,
attached, reli+t in large part on pr~iously classified infO~~~~~~~was re~;se~l~yI)
Obama administration sources on the President's behalf. ThiS·released~information 'is

I • r· ". . I. I I 'i"~ , . \',1 ,thus no longer classified and is no;longer exempt frOm being'rel~d ptirswmt to the
Freedom ofWormation Act. 5 U.S.C. 552 etseq. 'J ';~ t; , .; . : "I I: ~ : 1 i. .
Pursuant to the Freedom ofInfoniwion~ctl(5 U.S:C~,;§.S52et,Seq.). Freedom WatchL.;,. J'. '\. "J ':y:-:.~~.••.,'~;t"',.• 'I·.i···.· " .... "1: "J • If' ..••<..V.1I. i,' '.-' '., -

reqUests that uW;'~'Nation8ifSec1'iitYAgen~':ptoauce:anVC'6!fespOndence; memoranda,
documents, r~rts, records, state~ents. audits, lists of names, applications, diskettes.
letters. expeJe logs and receipts, ~alendar or diary logs, facsimile logs. telephone records
call sheets, ~ recordings, videoimovie recordings, notes, examinations, opinions,

., I I

folders, files, pooks, manuals, paniphlets, forms, drawings,.charts, photogIaphs,
electronic mail, and other documents and things (here"ina:ttJ, "informatiOD't) that refer or
relate to the fkUowing in any way~~itbin ten (10) busines~:daYS as ~e~f~rth beloW:!' .

I . . ~ I,i·rt ..~ . ".l~lWI!; J~i-._.l~!1) Any aDd all information that refers or relates to the'New,Yonc,wlmes article ,. . It
entitld1 "0bama Order S ~d U Wave ofCyberattJl&\{,~Mmrrftan;, ~~~Eiavia:Ef7i

I p : p.. . I h ~r~~""~~11!'~'r'lr. l"~'" 'I. ~.
Sanger on Friday, June I, ~012, andlwhic~!infotm~qpt~asj?~rded 1m~'I~ed
to Mr. Sanger and theNe~ York T~s;;, '" I: I i ;,i .: ~. .

, . I . I •
Iff. • 'f· 0, ..

2) Any and aU.~Qtmati9~~~I:~er,s;9~';t~i~{iD')~~~1~~Y!~!~orination released
to DaJid 'E:'S~getin&iaisffiaae~a~a1lii)iE-£5~lfun-f~"J<:ic~-_.. -.

I

!J
"ljo..~ "

,~.~~~ J
'! ' .• ,

,
,I
••'. .
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Jun 01 12 ,11:55a Private p,3

DOCID: 39154~9 ~::
National Sedurity Agency 'I, 'l~

J r'FOIA Request i Jl .' ''::
Page I 2 'I .. ;j, I' !I ,I' "~"i

3) The names of the persons,: employeJiiuu!jbb titll :~ffiffit~
"1-_,·1..:1" th ab 'r. .......:••~ to r,{k!l"dB': s :~)lj.;'''~Pf\' '1·~r.I'·II·~ e ove lll.lOuuauon c,avl '.' anger '\' ",~ ,I ' '. • I I. ~ :' ,

4) Communications with Th~ 'White House add/or6~~ of~ ~resident and/or
Vice ~d~~t~.~,~~!ei~~~,,~~:~',~~':~.y~~:#L~~~·:ii~o~atiOn,IUldIOr .
the rekSbiiS-foi""lemhg"'ijle"'iiif6ifuatioft;~' .1" - ~ L~,~,'.'.". ' '

") An 1..:1 all :_r. . tia &, I th J~~.,'~l; ale" th ab.- Y i:W.I.L uuormatlon t , t re.ler or re ate to e ~clsl0n to e e ove
• I 1 1 ifi d :_c.' • ,!!t11' IPreYlOUS Y C ass e lluo~ation; ':,'

6) An I d all inti . thai r. I !: !. d 'dinY~ onnatlon : t releIS or re ates to gQfd~rnmentagencles eel g to
investigate who "leaked" tpe above previously c~ified i,nforfualion. I '~

I ·:1' ,:~i' 'tl! 'k~it1! \ ~~, : :' 'I~l.~~'11.fi~'~I ~~
If any responsive record or portiOJ;l tliereofis claimed to ~ .e~~Pt ~~. prod~ti~ '! ~ ,,~ ~I, '~!•..

under FOIA, ~ufficient identifying information (witlire~,~b Mwli allegedly exempt "..1
I . ,'/:' ,

record or po1on thereof) must belprovided to allow the ~~~sment.o~ tf1epropriety of
the claimed 9'-emption. Vaughn v.IRosen~,~~4.F.2d ~~.@lC~ 'eir; '1'97~), cert denied; 415
U.S. 977 (1974' . .Additiocall"·· L tianft6·lfiw.aD: ieasoIJml-;;se - e' Bble rtionof'a

I J. ,";' Y,/~ .. '.'; "'11"'~-h."'."·"I<I;p,,,~.J~rg po.
responsive i'eoor<i·mUSt·lfeLp~o.Ji(i&1~rre1l~tion'of-any4!ie'g"eai.y ~xemptmateriaL S'

I I I,
V.S.C. §552~). jll,

I request a w~ver ofall fees for tb1s~equest under 5. u.s~~:'§ S5~a)(4)(A)(iii).
Disclosure oflthe requested infontion to Freedom Watch, is in the public interest
be<;ause it is likely to contribute si8mficantly to pu~lic uil~~tanding of the operations or
activities oftlie government and is not primarily in my cofrtY.ercial interest. The Islamic
Republic ofltan's goal of obtainin~ nuclear weapo~' a:ff~8~'~l¢e~lofboth Israel and
the United Suites, thus putting A~er-ican citizen.s ,a~riS¥.tr~~~~~Pte,the rele,as~of
claSSified int6rmation by a~y patticular indiVidua,l widhrtllt~~[~~Jpveb~,~~h~~N
inclUding th~ president, fur.tber ~ndangersthe~merid4& p~p'ie~~araisJsfa:iPeetre;

. I • ,,,. " •.",~~ ··'j:'II.I.~,:li·· .',of corruption withm the federal government that,mu~~1geexaml,n~d. Freedom
Watch is eng~ged in the ac~ye d,ssemination ofp~blif.;)F.fottpat!ion as is evident by
our ongoing pUblic interest,Jegallwork and,conti~,ual fi.~~.agai~st corroption within
the United ~tat~s'J~v:~m~~Jlk.;~n.,gJ~J~tJl.ti~.~~~~.~~aW~~~a;t.Iywith· regard to
Jran. FreeddiJrWatdi~s~weDSite'freedomwaftlius'afor:g"ttfr-Ves:as, tlie ·primary·means
of disseminating that informatioh, and is seen by millions'of people annually. In
addition, officials of Freedom W~tch frequently appear on radio and television to

I •

disseminate important informat~on to the public.

Furthennore, ~n behalf of FreedoJil Watch I am requesting 'e?Wedited handling as1 ' " lll-~'.,',

pro'\-i.dedin Department of Defe~e FOIA ReguIati~n 54qp,q.7 -R because there is an
urgency to inform the public ab~ut an actual or .aJIegedlf€1l~~.goy~mm~n.ta~Yi,ty.
Iran is reporeedly on the verge of acquiring nlidear wek~lr~s~a4(i,ils:raellS~p6'rted]y

I !.' , itIil'~ . ':! ~i' I .

I·,' I.,~f: 'f ~' ·1~~II.l!iJ ' Ill' ':i\t:' '~~I ~: r l
,~'.: "fr:~J~r~1 If.'I'r~~:'I:11 ·'·'I_i.r-.,·,~
I . ,,' ,i . , t
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Jun 01 12 11:56a Private : t' I~ : l"+fi~?~l:!'.';'
DOCID: ' 3915419 'tI't~;tl ~..I;I;; ;~i'.~I,,:.t;f!l;:1

National Se~urity Agency, (~\,~~~" ":~ I',.' I, .'

FOIA Request '~II ,;, I "h~ ~~l' "'/' IPage 13 I I I' 11 ,; .;.11 (, I· 'I.;
'.,' f,' • Jj ''', II' <I, r

on the verge of attacking it to prevent theit~acquisitj~n. ~~neJssue of a possible
attack on Idnis ofil11Porta~C~J:9,theAmeIi¢an,petrp)eJ~~~a!is'e·tran'sacquiring of
nuclear weapons places the siif~t.Yof the American p~~pi~~Slwell as the safety of '
our allies in :jeopardy. This wart can break out any time b,eca'i;lsea strike is needed
before Iran ~n gain the capability to build a bomb. This'i'acfis also evidenced in the
article mentioned aboveoTherelis an immediate dearian'd p' resent,danger to U.S. I ~/I.

I • ~ ~
citizens, Arne

l
rlcan mll1tary per~onnel. '~~ : ' ,: " I'", _no . I ~

I ,.11 1" I' , i\ "'~
• I~ '. II lltt!~· .., '.:. . to,.;i.l. It' .• :•." _ " \'

The abo:venren?oned "leaked" ~nfoormatlon ISI~ lon~~ ' ''''!l-,J'~~~'.~~lfi~;~~~~~J~ ."
was, as It was dIsclosed to the p,ubllc by Mr. Sa~gerand 1l.t1~New'York nme~:W1f!1~~~~"1~
the aid and rlomplicity of PresidFnt Ohama and'his adm'irlis1:ration'l It was disclosedlll' J~
for political ~urposes to furtherl President Oba~a's 29 12~1\re.:electiO~campaign. ~,I.~ :::.~

I ' I I , " , :IIi.
, d .. I "I,~il ~;~

On behalf of Freedom Watch, I l~k forward'to ~Jbeivingthl requested documents and a' I ',t'

full fee waiv~r within ten (10) b~incss days. You may h~v~tthemdelivered to the above

address. .. " " ... :i" ,.~;'~~"'<i~,I:.~:.,
- .':1 .to..:! 1.t"~f.~: .•.·.sI.•T •• '.:~,=., h '10~1~~~.. t~;It~[ti:~b· to·: .

, • "•. -- •. . , ,. -.- ~.I('~ _. • .

I
I
I

}'IIlfll. Esq.
Ch' an and General Counsel
2 0 PennsY~\;aniaAve, N.W., StP~ 345

°ashington, D.C. 20006 I
leldayman@~ail.com . ~~1

'J'.'. IJ'

~".".. '.~i\, .
,. 'i'. ·ti~~. :~....

: • t '
. ~'l. I ,I

I J' ..).". j' .. ' , . .""""1" •• r. ',.t:;~. rh f .A;....•.:"':.;,~~~~ .•.•.•.•. '
l..· •..... j.~.Jl(~.~ 9-":.J"'o·~t,· ·i"..••• :.'~4 r,I,!, ""«~""."" 'I- a, •__.. "_-.'~. _.... _.a ..-.... --•. - - r "· .•w... . - ..

I
I ': ' ~I
I ''11' I "..• ... .j_. ~ .,... .,•..•. " .I<!<" ••.. ~:., ~-I,., ~ .';:-',' ""\.'; : •.

-~;l ':.,~,~ ""'·:.··'A,:,.:g'4~"'~~I, ..i,. 't~/··!-:;·",..,· 'I'•••. ~ .....•.. ~-t •...·a •.•••• _ ••.•~--40 __ •.-r·:.. ... _ - I~"" _ •. , ...

I '., '.".111
I ~~,.
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Jun 01 12 '11 66 P' t' ' ,.' ,- I++.f .': SrlVSj . ". oj. ;,

6tf)CC I D : 3 91 5 4 ~ ~)bIIm. 9nlered wave oJCyblnllaeta Against I•.., .~,me&.~oB.EF !I D : A3 91 54 1 9
I I' . , 'I·t.~ l·,j.'~"t~tlU'il·rkemts ~ ,.,".< " . '.,.I'~.' .~, :~~~ .. ',<-

,
...•. . I. i I ~~.

~l ~,;, ,I d I" I".' ~i. -, I . .,"rli "~ I' :' I ;~f..' '. ; ,~12
Juneh.2012 •• ':~, . li' ..l,' l'I\~ 't. ,,·.If~; I"j

, ,/-.r,,\ "'1 ' " If' lb {:$.',
It! ': '1t~" I.,' '~'ti" ~il.. :: i~' .i :~~~.Oballla (i)rder Sped UpJW~V~~'<~!~; .~~~.r.,' \ f1;lif'rJ."b I ks A I. . I' " " 'I ,a, lJi"lll~~. r ~Il I ijllfr~:1 eraUac galnst :raJ;l , ll'~(;1';:1";; ;t]:-. ~:<il~,.,' r'}

By 'DAvro E SANGER I ' .'. I",' , . l I [,~tl'r· I. Ifll :,'1' -rR r '\~'1:itl
WASmNGTON - Fromhisfirstmonthsinoffi&;'Pt~deIit Ob~J~~~tly kder~d' ".;' .tJl

I
increasingly sophisticated attacks on 4e computer systems that run IraQ's main nuclear
enrichment facilitiJ, significantly expamJing America's, fjrst~sustained use of cyberweapons,I . .. 1 .'. . ..~~. '. 1
accordin.· g to parti·toin!:In~'"m'\.1.;;,..,;i.p' rrich!~~:'," " I ;., ,. 0. , •• ~ ~·f ..~~'· ...' .. I. ......I! •••.•..•.~L:.IJ.t: .~·aa.aJ..:.f' " '~.:.. ,.- ~.. ~ L~Ql" •• _.. "

Mr _Obama decidedlto aa:elerate the attacks - begun in the Bush administration and code-

named Olympic Gakes - even after aDelement of the program accidentally became public in
the s:ummer of 201J because of a progtamming error that allowed it to'escape Iran's Natanz
plant and selIt it ardund the world on the Internet. Computer security experts who began
studying the worm, !whichhad.been dere10ped by the United States and Israel, gav~ it a narQ.'~:
Stuxttet. : . ! j ~' ~~

At t' eeting. th "u,1L:lt Ho l's:...~'· Roo within" ~-, ~ t Ii! " ••i~~,l~..1\~iJa _ense m m e nUl! e use n,u.a.tIO~_ rr., ,Ui:l.YSjO t ;eworm ~ ~caPf' .I.Y~S;
Obama, Vice Presid~nt Joseph R. Biden Jr. and the director.' of the Central IntelligeJce AgencY'

I '.. I

at th¢ time, Lean E. ~anetta, CODSidereijwhether ,America's'most ambit;ious attempt to slow the
progfess ofIran's n~cleareffort~¥d ~en/fa:talJX~ptt?li'.i$~", - '.

I - "-';.:".-,:..' ;~'~~".::~·-\''''·;'···;·;''·''-;b'·.";~~~:.:::-:' .,. . -- ..~.. ~... ._~..••._~~.•.. , . -..•~..... -,.. -,~ ~ •....,.....
"ShoiJ.Idwe shut thiS thing down?" Mr.!Obama asked, according to members of the president's
national security te~ 'Who were in the~room.

Told it was unclear 10w much the Iranians knew about the oode, and offered evidence that it
was still causing havk Mr. Ohama deCided that the cyberattacks Should proceed. In the
foUOVtriitg weeks, thelNatanz plant ¥i"BS 1m by a newer ~~rsictnof th~ cordinrter WOf,rp.~and theIJ
another after that. lllhe last oftbat series of attacks, ~Ifewweeks a1t~rst.ffixnet~1ietectedt~

, I ': ' 'N.'" '.r" :·,;~Jr.tlL1j '~:-T W
aroUEd the world, temporarily took ~ nearly 1;6oo~th~f~,ooOI~nffltuges'j}~IJ}a~,,~~g

. urify . I. 'I",. 1 . 'i'It':! t'·~I~ij\ '.l'f,at the tune to p uramum. ' '" '.'~.... ~~!" . t t. ',' I' • r (. r 'r~:'
I f If, ,

This account of the American and Isra~li effort to undermine the Iranian nuclear program is
based on interviews lover the past 1,8;rrlonths ~~a,ltiep.~~~:fQrmet American, European and

I - ,~ ...;I.,~. " , .. .' ... J' ~" 'd" • '.,

Israeli officials involved 'm~i:iie':p~bgr~'a~,:w~If'iis;~tange}6fiBdtslde'expetts~NOne'woUld ailow

. I ; ,
nytImes.comI291Z1Ots1011W0JfdImiddleeutlobllmlM)rdered-wllve-of-«:yberIIltacb4galnal·lnIn.hlml? J...

i
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the" t be J d'l..---, th &i: • .,l...;....l..l.~ _,l __ifi~"Jilf: d • of' .

11'names 0 use ~use e euort re~~~J' ~ ~~, ~rts·, it ~o~e to
this day" ::~~f:~ \i~~' 111":1' lit:~....:'. . L;.

I !~J' j!.~ k" .. 'J,l'\!il, ' ~\;:l
I ,I " M' '., I:'f.' .,~~, ,'"': ~l ~'" ·.:yl~!l"~,' ··'Hr, ,~ f.~"~_'"

These officials gave differing assessmepts ofhoW'su~ssftil'the saOOfagel'pr~am\: !r~f~
I ,.1, !' I I ' (Ij' 1 t'J. ~It·.•l. " I'

slowiDg Iran's progJ1ess toward develojring the ability{,to bUild nuci~~;wtJp~~ Ini~r-£'a'~Q~~a
I ; I.~. ,fib ' , I' .j 'I . ~ · r . ~. '

adm~tration esti:lilates say the· effort was set backoy 18:P10~. 'to:;~o~yeats,b~ sOId'e' 'j
1 . ..'J1t 1 ~ iA:-\ I,' , •• !. I I"

experts inside and OUtside the government are'mo..e ~~eptj.cal, notini that Iran's enriclrinent

le~els ha~~ steadil~lrecovered, giving~e COW1t~ e~Q~ ~el today fo; five or more weapons,
wtth radditional e~iChment.. .1 ,,' '1' ,I, , , '

I . . t. - " ,'" '! .• • I. 'Io'r- .• '. . ~r..~~[!:~..~..-,... -~..\__;"r~~~>cll~- _~i.~::': ~ ..~ :.

\\"hetber Iran is still trying to design aQd build a weapon is in dispute. The most recent United
Stat~ intelligence ekmnate concludes that Iran suspended major parts of its weaponization
effoct after 2003, ttlough there is evi~nce that some remnants of it continUe.

Iran;initUilly deuied!that itB enrichm~ facilities had been ~ by Stw<net, then said it had found
the worm and contained it. Last year, 1;he nation announced that it bad begun its O\m military
cyberunit, and Brig.!Gen. Gholamreza ~alali, the head of Iran's Passiv~ Defense :prg~~n~
said that the Iranian military was prepared "to fight our enemies" in tetberspace1aD.d\·in'Anza

, I' ' .,~, t 'Ir'" '~:
~e~" But there bas been scant evidence tb!it, ij: bas begbn to strike back. -::'~! I ~I) 1:0:1 ~\'

The United States gLernment only rehently a~ledged devel~:c.rbe~e~~, a~ it',

has never admitted bing t1:Jem.There!~e,been rep6rts'(JfQDe~,time'attacks.against personal
oomputers used by·Jnem1ier~OfA1:Q~~aM~d~~t~dt~litid~aclcSagamstthe computerS
that nm air defense Isystems, incllldilli during the NATO-led air attack on LIbya last year. But
Olympic Games waJ of an entirely ~rent type and sophmtication.

It appears to he the~ time the Uni¥ States bas repeatedly used cyherweapons to cripP~
another country's infrastructure, acliieYing,with computer~code, -w;hat wrtR the~ could be (1:
accomplished only b~ bombmg a ~ or sending in agents to phurt eXplosiv.~.The code ~

itselfiis 50 times as ~ig as the typical ~mPUter worm, Car:~ Nach~nbet;g, a 4~pre~.~~~eml'''Jpfl~~
S' of hi th . 1.._. diss ed' l..'-:,.:._..:I said',· I ,,~;OL.'l. ~.fltt I~ymantec, one t e many groups at ll~ve .eel: , t~I~~ ," at,a:sym~~~l~r:~\'1 j' r ,
Stanford University Ilin April. Those forenmc inv~(futo theLmn.·.l~ wor~ Oftlle $~;

i ' ,., '" 1 ~.
while' picking apart :now it worked, cam;e to no cq~iOJ?S ~bout who was; respoDSl~le. ~.

I I -I' ',' "Ii " .1 '
• ~.~ ~ " - It:. 1 • ,

A similarprocess is now~er ~ 1D,~~pUj;j~~~!~sigt;~othet'crberweapon ~ed
• , I," -.' -,-~ .•••..•»,."••~~ •...• - ••.•,',- .•.•• , ..••• ·&Jf.~ ••.••••."A· y,!' ~••, .

Flame that was receiltIY-diScOiieredlO"lUWe'attaaeatlie'Cliiiipmers\ OfIt8iWiil offiCialS,
swee~ing up informJtion from those m*chines. But the computer code appears to be at least
five years old, and Aberican officials saY that it was not ,part of Olympic Games, They have

I .
dec1in.edto say whether the United States was responsible for the Flame attack.

. I ; , "
II)'Ilmes.carnl20121ll6101fwCllldlmldd'eeutiollamlHRleRld-wl¥e-Of~ttackHgalns"hn.trCm17 _r.o,

, I •

, !I•• 11I,.£"~ ; .•• .~, ~

I, .. ,I.
0" • ,

1 :; ,~, 'fiJ
11 ,!~i~!~~~''~'~~l~':." Rot, .~. ~i' , . .II ,1.. .r • :C,~ .II .. , ,

:, ' •••• ," '" f

.'i, 0 •• •• I·'.''tj
:' ~:..
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. " "~ I "+1i~~~i?fJ~~'}:'-'
Mr. Obama, accor~ to participants in the many Situati~;!"'i' I( l i.~i~,O~.),:~~~~t~'~S,
was acutely aware that with every attack' he was bing t~_~~S1kiJ:£fo~I~tt*~61ijl
much as his predecesl ors had with th ;fir- .' i:USt':1l• ·;!I!li:31t'lnf.l!f'llr,1 ~~J!'. T,,::~I"l···f·: ' . ;p: . 0',

. I s e, ~L user 'aqnuc ~~1~,~e:!.·94os; 0

inter-continental missiles in the 19508 and of drones,in'thel~1~cade. 'He repeatedly :
expressed concemslthat any ~er~ ~nowl~~~nt~~;~t~~'';1Sihg cyberweapons-
even '\Ulder tbemost Carefu.J~aiiiilliiDifea~atCtiIiiStailce~~~:enab1e-other countries, .
terrorists or backer~ to justify their ~ attacks. . ,ji
""t.U: dis" sed th .1 th',. ofhis aides _:~;111~Anot"1.:. "d ha h•.•e . cus e Irony, ~ore an o~ce, one Saau. 'ller S3l t t t e ,
dIn" . t' I. ..::I:.. _1 :. '" d th fo.i;li, h ibiliti·a .lDlS ratlon was resIStant to ueVIa~mg a gran eory ~~~'~pon w ose ~l .: es

they ,were still discoVering." Yet Mr" Ol:wna concluded that when it came to stopping Iran, the
United States had .J, oI:ber choice. · : 1 .. k
IfOIympic Gamesld.he told aides.lthere would be not;;J ~!~cfions 4t~}~h
I· k I ] lcould I. --, iIit I' .~,1I~'J,~:frJ··. }~11,j.ii:~ ~~,J'.,1I.,ran to wor " srae I carry out a ~veDt~,uclJ. m ary;'i~~n~a:r~mptiDgo.a'COII&:.u"'''~lIat"\';1J
could spread throughout the region. ~,' , jl ~::. 01

I· r i
A Bush Initiative i . . '". '..;' ,, o. ' .•. ,., ,.'. tr.:i.....-...",('",./""'0 ,.t'f~r..l:'; .' '

. I • . _~_ ••.•• ~." ':::'::':" ~:~.~, ~l:4~f!;..~~'!."~:,~t..~:~.::.:~i.:~:._~~..: '':~~ ~_;,..f~' ~l '; •• '_'.' i .

The impetus for OMnpic Games dateslfrom 2006, when Pre~ent George W. Bush saw few
good options in de~ with Iran. At th~ time, America's European allies were divided about the
cost that imposing s~nctions on Iran would have on their own eConomies. Having falsely accused

1 ' I

Saddam Hussein of ~econstituting his llUclear program in Iraq, Mr. Bush had little credibility in
publi~y discussing ahother nation·s nu¢1ear ambitions. The Ir~.seeme~ to sens,e his
vulnerability, and, -r+mrated by neg0t:i8.tions,they resumed ehrichiJ:1g uraniUI:ft at ~
underground site at Natanz, one ,whose' existence had beeD,~~e. ii.ij~thre~1i,~.~sbefore.

Iran's president, MLOUdAhma~~ took 1!eporters o~ J'm'L. '~~hepmJriJLsJibed, I -.r,'", ,1:2'1"1'1 P ./I , • . "q: q, "

grand ambitions to iilstall upward of 5~,OOO centrifuges. F~r .f ¢Ountry with only one nuclear
powe~ reactor - wh~ fuel comes frorp Russia - to say that 'it;needed fuel for its civilian

nuclear program seebed:.~~~io~"~~~~;~~pjj:~~;~c:?eJ~~ 'rhtr¥ fear~ that the fuel
. .1 •••.• ~.,... ·- .•••.•••..• 1.: .' ,~ "";. ., - J ..l I· ~~,· 0' ••.. - • ""1

couldbe used in:another ·wayDesideS·Ptovidiiigpower:~tcN7e~~!'stOCkpilEf tl1atCOUld later be
enriched to bomb- ~ade material if thellranians made a politic8J. decision to do so.

Hawks in the Bush alinistratio~like tree President Dick Che~ey urged Mr. Bush to consider a
military strike agamk the Iranian nucl~ar facilities before they:could produce fuel suitable for a
weapon. Several tim~s, the administratjon reviewed military ~P,tio~ and concluded that they
wouldonlyfurther ~e a regiona.tn!ady at war, and'wow~~ve uncertain results. .

I ; j~lil':''.,h.l ' , .i ",

h C. had' -..1.---d &. uhy' and d . Tli·tt,! L I"~i!Ili.l· st L:<!,. f:I' '1'.\For years t e I.A.· intruuuu: 18:. parts esJgll.! ifitO.' ' "'I!l1~..·,ssy e~ -~~~veDo,..,.
I I .j' '~lloU! ,!!T~~ 'j ,l~!~'j' I~.ll.l.

..,~ I~'- ~ri1' ·f.r~1" I ..., r.;'! . r"T
flytimes.CDm12D12JD81l)1JworfdlmlddleeestlObamlM)tdered-w~cIcI19'81m1t.lnin.html?ji:; :".':' ': ••-I" I, ' • ,, ",,' '4! d .

f ,~, • I •

. 'j'i·\ " ;
I " ' •

.' ~ k . .'0 ••• ', ': ~ 0 • ;. ~17::;I. : < I
_ • "" - ,:."" '~'"J'oF • "'-1;,1. "" '. !,q;fit! (;" 0 .: • •'. .:.' ..~~.;:_:.•...~ •.~·~...4::..:..b••..~.-..;.•:r...~.~ •.."t~ •• 6:..~~;~.~~.:~. ~1i.·~..t....;..."
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tinkering with Unpqrted power supp~s so that '~h~:~ou1l:l,t8~~~p:-'-,but the sabotage had had
1_'," ly little...E&. I G al J ,.,..••.•.•~~lSt'·,;'it bo 1.!li~II~I'fil'Li.',U·· j , ,~eJi?~lVe ~l1e'F. ener, ~s E. vcu •."&~t; ~ Uf""'ft~~:~~Prda small cyberoperat1Ol1

~-"':.3e the U-;"ed Stat 'St·'t ' C" .!,,,. ..:I ."hi'~1.."', ... _1!rn_:J',:J4)k})~. .of ,,-- . •w::i~ . . .IU" 'es ra:egIc,ollfl1~u"w CIl1S.responsw!e,~or·many L'UJJencas
nucl~ forces, join~d inteDigence offici.als in presenting a railic8J nJ,k· idea to Mr. Bush and his
national security' teb. It involved a far more SOPhist:. , . icated/~~bl'~~P'on than the United
8t t· haddes"nTO.Jb &. • 'I~-~j"l;.l~:~n~r.~ .

a es 'I e.are.. i~' ,\~.I''l~M . r ''';,~
The goal was to ~ access tothe NatF plant'~~ustria;i ,,/~.;,~te~~r.b.i"'j 'bI~~~;:
leaping the electronic moat that cut the Natanz .;i;.l~!.;,t off fiiOJil~th~\~e~etJ~. JNh~~~ap'.

I ,P.;"""'"~ '•.'1111' ;1 lllilll"J"fllll;\'I' 1f~I"'~'lPJ!'li~' 1,"'lil".I>Pl
b ·t J.... 'A ••.l~ + thefa ••..1i+•.• fr t'b" ·t ·d~"I"I··'1d· '1!"r.t:.&:~1 . ':I:"·"t~··i'I~'!~lh:~.l4·;·~i.~!~;ecause I pu,)'S1\;41&J" separaLes . ~L.r om· e au 81 .;ei~Of.J. "~?-,""p:~COlDlJU ~r'~;~:;. "
invade the s~d computers that ~mmand the centr)fuges.1 • !' :'~ . j~~,:.

The first stage inJ effort was t~ dev~lap a bi~~ campute~ ~ catted. a beacon that CO~d be
inserted into the cJnputers, which were made by the Gerritan Company Siemens and an
I, ufacturl t .•.'L.-:_ r +~... ~- :.1_ ..•.. '. t~I dr t'L..... • al nt ;framanman er, omap ua:m ~ra:uuns. ~".w:lUCi:I:wa,s:o .. aw Ill': eqwv e 0 an
eleet~icalblueprntt bf th~ Nata~ pi~t:lb:Wid~~fidfi~lli~cl5mputersoontTolthe giant

1
silvery centrifuges that spin at treme~us speeds, The connections were complex, and ~ess
every circuit was mlderstood, efforts to seize control of the ce~rifuges could fail.

Eventually the bealn would have' to "phone home" -literally ;Benda message back to the
headquarters of tbelNational Security ~ency that would ~~~e structure and mnr l~'
rhythms of the enriChment plant. ExP4ctations for the p1Jq1~\.V~~I~; ~pe~~~~ s~~~~1
oal ." ')hr littl d' h "db "llnhtl:tL'IM B·l"thl,1 1!\Y~JU..•1

g was SlDlp!y to t owa e san JDt e gears an i1l~:~e!~~: r. ~'~lrsS.5,~~,

b t 1 ck· oth~' b :uth--:_~ the ffort ,:! r 'r~1 ." , ' I' j Ili.l' IU a mg er ..•.1'1'.... ODS, e a: uru.t:!-l e " . ' " II" : ' 'I' 'I" ,
• I ," ", II'

Breakthrough, Aided by Israel ~ ! Ii' Ii' .

I " I l..f' 'I,i: .
It took months for the be~~ t,o;~o~ir, wor~::andi~~~tf..i9.~~loom.Pletewith maps of the
electronic directOiidsat th--e·c()littolleisl,aftd'~ha1:·jjm·OOiiteti~t(iBluepfihts' of how they were
connected to the cekrifuges deep underground

I
Then the N,SA and a secret Israeli ~ respected by American intelligence of.. MORE IN Mil

cyberskills set to wo/k developing the ~normously complex cofputer ~orm tl: ~ Egypt A
the attacker from within. .' · 'l~;;~~, ~ Verdict

I ' ',"- ~ · . ~, " k\. ',' ';1~" .; R~ad!More
The imusually tight collaboration with Israel was driven by ~Q im~ratives. 1:. ,IAl ilL ' . .jjf#.I:.:I~.J

a part of its militaryl had technical ex~rtise that rivaled t1?e~~~{Al'~~~ai"dthelrSf;¥~lis~-wae~p
intelligenceabout o~rations at N~t~ that wouldbe~~itarto~ tb~cyberatt~ a sUcceSs.
But American afficJs had another int~rest, to dissua4e the.I.sr*~·from carrying out their own
pre-~ptive strike 19ainst the Irinian: nuclear facilit~s.T:odo:~h~t~.fhe'Israelis would have to

nytlmes.coml20121OAm1 Ao.Ortd •••• ·ld • .l-t/ob·.......--...er1id;ws.· !::.Uoi.!"'.~~....;~ ..~.•--:......-••,,c..:.?ii_. J;.;.1,' ~ •. ·l·· . !Iii
•••"... •••••••••••••••..• ~'NrUlU .. , ••• ~':.".~;!.•••••••••~g"'!!~!"' •••~! •••.•.:.1....L~~.i.. 04m
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be convinced that ilie new line of attack was working. The on1Yl~ay to convince them, several
officials said in intenr

j

l iews, was to have: them deeply:.'~ji;tV01ved'~I':I~ve.fyaspect of.the program~
I t:l1I,.I),. l. I

Soon the two oountIlies had developed ~ comp~ex J&i'~htJt~~~~~~~ called "th~~rhr~"~utI '. oJ. '1 ' j"11 "I'd! • "'ljjl" ~ "~f~'
the bug needed to be tested. So, under, enormaus,~~eeY,i~tl1e~·t1~~f~tes~aIi ~~ijjlI~;,}\~
replicas oflran's p-i centrifuges, an aging,unr~~!1Ie'de~~t t~~rcba~lfi~'~~~fui~\
Qadeer Khan, the p~kistani nuclear cIrlefwho bidbekun ~~ih~.fu~i'~ t~~1~~~~;tli~·.t\
black market. FortJnatelyfor the Unit:ed State~:'~'iJ~eaa.f.;U~ sb4b~.P-1S/~&~t~!~tii:~::i
Libyan dictator, CoIl Muammar el-Qaddm. ,:~~."~~t%~~:J:,~.':I' ,1'!!IP 'I!, nr;, ?""' ~~l\r" 'W'" ,

I ', ... 1 ;/

I ; '. I It· .'
When Colonel QadcWi gave up his ~ weapons .progr~~; 2003, he turned over the
centrifuges he bad ~ou~t.,ft~.~ef~.:a,n.?,~~·~p~~~r.\V~f~ :placed in.storage at.a
weapo~ laboratorylin Tennessee. Tbelnillitary and intelligence officials overseeing Olympic
Games borrowed some for what they t~rmed "destructive tes~ " essentially building a virtual
replica. of Natanz, bJt spreading the test over several of the"Energy Department's national

I

laboratories to keep even the most truSted nuclear workers~from figuring out what was afoot.
I ~

Those first small-salle tests were surpHsingly successful: t~ bug invaded the computers, '.
lur~g for days or Jeeks, before sending instructions to ~dthem up or slow them ddwn sO
suddenly that their delicate parts, spinping at supersonic sjedS, self-tdestructed. Aft~t'_Jal. I ' .I'~I; It: ~, ~" l.i ,'.I..:~' I.

false starts, It worke1d. One day, towar~.the enc:~9f~. ~~s:trrm, t~~ tubb)ef~f.aceifiifuge
was spread out on t~e conference table: m the Situation ~' p;roof or the potential power of a
cYbe~eapon. The worm was declared ~eady to test .inC:t; ~e"realtarget: Iran's underground

enrichInentplant. ... ' ...:..~.'i:.ll.')~.J.F..'¢b-\~~,;ht~(.•';'.~.~.:~::.~~,;..~~;,':.', ',.
J _ •. ~. to •••• ,._ ..•~ .•. :.: _.,_ •••• - ••.•••.•..•••••. , ••• _ •• ~..... • .-

"PreVious cyberattaCks bad eft:ects limi,ted to other computers, n Michael V. Hayden, the former
chief of the C.I.A., sJd, declining to de~ibe what be knew of these attacks when be was in .
office._"This is the ml1st attack of a major nature ip. which a cybe~attaclc. was used to effect
physical destructio~ ••rather than just ~lowanother co~puter, ~r hack into it to steal data.

"Somebody crossed the Rubicon," he stiid. " lj~ .111 ,j." , I t.~.

Getting the warm inLNatanz, howeve~, was no eg~ ~;Ij~{!trrli.~jkStates ~J:ft:fkibWO\;l.d!.. I -J , I"ll" "'I' "..II>!J' .~'Ul~"hlt •.~~~, "f-. ~; .,.\~. ,t....a.\'" !i,n'lt-:!( '~J~ 9 • ••

have to rely on en~eers, maintenance; workers an9. ~~~:~i; :'~;~ll~~ and: u' :;',;;'",.1_:. ~~. ':. ~

accomplices - with Physical access to tlJ,e plant. "~t w,aS ~ l;iolY 'gail," one of-the architects ~,I
of th~ plan said. "It t~ out ~bere is al,ways an idiot around wno·doesn~t think much about the '
thumb drive in their hand. ", .. , I'

" " •. :J" h • : .:.,.~.,'., I'~~' ' ,, ..... ': .~. t.' I •••••-:c •.- .• ,. ". , ~ ~/ •. '. ~. .'..... \" .. _-:"c"':_X~__..: . oA••.• ••••• ' ( •• .;.. •• ".:.1 .••. ~ ••••. ".;. •. -".. •

In fact, thwnb drives turned out: to be ¢tical in spreading the first variants of the computer
worm; later, more sJphisticated.methoCls were developed to deliver the malicious code.

. j ; ;
nytlmes.CDf1II2012IDl5IIJ11wortiImlddleeastiobama-orderecl-waVlJ"OkyberaltaeklHlgainsl-lrlln,html? J'..,

I .

t ~~;~J,
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~1)()CID:39754~~''''O--~_''-'r'N~~ :ID:~.975W ;
Th -.s:::_ t ttack J n, d h 'th ~.f..;;. be .,1 .}Jb \' ·t of .7itt!~ 01 .I~UJ.1Ai£8''~e '.w.-sa· 5were sma an w en e cenL•..•....U6es gou· COULr m 2ao ;

• I. ' ,In'~\t;1 :iIltl, . ::r!F.:<l ,1~~':l: ~1.'t(l~Yl:;}i,
the Iraruans were mystified about theicause. ~~ to ~ Ir" ~~ ~t ~~:~~ed ~!te~t~~!,Il.

la:ter pl·c'·ed "Tillethink' was t'L._·t· th I .,.r"~I"~.l....l~lilbkJ.Il!'\1l'.l..,partl}, }l!r~_dJt~':d.~.t(~'..i1'
;l\: up. mg J.B1 e ramans',WUUJUIUl.i:lU:leIUCI· S or;,Ui1 ·en«nneermg··1I . ,. I"~ '1" h1r·I.·Ilr.'TJr.!tJ~ , : I~.. -rc~~.':I"

or ~t incompetence" one of the arch1tects r1 tl:ie cim& atti.Cie!s8i(ft/:ll! :·1' , I ,.~ ." ~ ;~; 'I'

I # 'I • I l~; 1;' , '1" ' I';
I , II . I

The Iranians were Confused partly beCause no two attacks ~~e 'exactlY. ' alike. Moreove~. the
I I III I' .code would lurk inside the plant for weeks, recorOing norinil operations; when it attacked, it
I " .. aI._.I' _ '1

sent!signals to the NatapzjContro~.roopi{~B;tb,.~ eYe~thii1g:.dOw1istairs was operatingI ~.- ··.:···,-1...•,·· .:... . ~ ,,~~ ••~:t., .•..,. .
normally. "This may have been the m9st brilliant part oftb;e cOde."one American official said.

Later, word cireula~ thrwgh the I~emationaI Atomic al,.gy Agem:y. the V1eIJDlI-based
nuclear watchdog, that the Iranians ~d grown so distrustful of their own instruments that they
had assigned peoplJ to sit in the plant ~ radio back what they saw.

"The Intent wasJ the failures shouiI make them feel tJuiy ..:ere stupid, which is wbat""
h ned•• hi.· . he rks id Wbe ~ '~'•.,Jty~,,_ failed, thl I .. Ill'.a:d':· .•• 1.Jappe • t e par~t m t atta~ sa .. n a lew ce•.Uf..••.l.I6es . ~. ram~woUlU
cl d h 1 .: Iands" tha linked 6 _'L.:_ 1 L..:..!t:. J:..!ll. • of bot l:l:. alI'(~lKose own w Ole ~ . t :J. 4 ma~es, OO•.~~UJ,. SJgIlS sa age m .~·t;uem.
1"hey overreacted."1 one official said. 'w'r e soonldiscoVered tbe~ :fired people." 'n ,-

! ~' [,
Imagery recoveredjbY nuclear ins.pect~s~~er~ ~~Jif~F- which the nuclear agency
uses:to keep trackofwhat.luilppe~fbetwl!en~~~ ~-SP~~/~~'~~:: There ~'some, I ..•..'.. ',' ...•..•..•~-_ ..._ ...~.,..,..•..3._·. _I.~~,t.'" .,"- '
evidence of ~Teckage, but it was clear ~hat the Iranians ha4,;also carted away ~ntrifuges that
had previously ap~ared to be working weD. j;

But by the time Mr j Bush left office,Jwholesale destructiOn had been areomplished. Meeting
I . I

with'M·l. Obama in the White House ~s before his ina~ti;~)D,Mr. Bush urged him to
preserve two classified programs, Olympic Games and the 't;Iro~ progr~ in pa)dstan. Mr.
ObaIna took Mr. BJm·s advice. I "; . t ' '; .'.~

I ij! 'l~'i .~ I.';' [,/. '• .~. :t f' •• I, .~:d ,It'
The Stwatet SurprISe , ' ...~.1,1-t, ' I:~. \' ~"I! I:"~'!

I .. '. ' I I .~I .'
t I ,. 1 ~ I

Mr. Obama came to office with an interest in cyberissues, 'but 'ne \'lad discussed them cb.iring the
campaign mostly inlterms of threats t~ personal.~riVa.cy ~ t¥;?sks tbinfrastructure like the
electrical'd and tbe,air traffic:cotitr01' ,steni¥He~~ed~a'iIitf. stud" on hmvto.gn .. I" '-." -_.;t •.....- '---;G:.l..~_ •. .;r""~",-,,, T"- ":,"81:'''''''''.'''''' - •• ,gar . y .

I •.. ".~ •. *_. "-_. :~h.-~:.l••..~ ....-.:!J.~:"'~....~-. ..•...t~-~~;...",-- - ,..-
improve America's ClefeIJSesand annatmced it with great fanfate in the East Room.

·Wbat he did not s~ then was that be Was also learning the arts of cyherwar. The architects of
Olympic Games woUldmeet him in the Sitl,Jation Room, often with what they called the "horse
blanket:' a giant fomout schematic ~ram of Iran's nuclear prp~~i~ facilities. Mr. Obama

. I . .liLL ; . '.authonzed the attaCks to continue, and every few weeks - ceI=~ after a m'Jor attack - he i~1

I ~ ..~'~~\r:i . ~~l ;~l!','I. r; ,:' ~. I. t't ,!' '. ' t

nytImes.comI20121061D1IWortcM'nIcIdleeastfObama-«dered-Wave-or.;cybelatt8ckH1lahit--llW1.hlml7,,)'j"'; . t'S~J~: .~t ~I~"::'1" ',' - il. f ~\ 5/8
. , • • ,e, : ',,·f~. I. ~. ~ '. '~' i~ .1
t ~. , , " • • : I il. I ~'." f. ~iI' t, I ' ' ;l, J.,

.!'):. I ~" . 'I" •... '. .,
, • • - ~ I "J"~ ~ (. 1:' ~ .' :" I. I ,', •

. ,:','\.,::1 'l I
; . t ~ , !. , 1 t'. f.. ~"
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61'OOCID: 397 54 9:'balnllorueredwaveof;Cybera1lad<sAg~,'rn- ..' •.' ~1~D,~~,'/i, .1;, ,11i. 'c". ::'~'r".tl~r1
would get updates cfudauthorize the n~ step. So~es" "etrg'ti~~FirIli~7~mde;'f'1'~f'''·I·'
th . °b t bad be It· d . 1, I 'l·'1'~n;; ·li\f-.\tUi·' ',rIIV,.;:ltn II ::n:,'C l'''li,~'! ~an w a en rre prevIOUSlY. I~ ,l·~r'f I' .If~l' ill':' " • :.: •

I I., f!. . It' I " , •,. t ,

"F . his fir t dB: . offi he ..I.L~ i..... ',' l l. " tb t, I . throm s y~ m ce, was.~p .LUI.O eV~IY.step~;i~~~' . ~ raman program - e
diplomacy. the sanctions. eVery m.ajor:laecisioD;~ a~SeDior;aamiiliStration·official said, "And itts
safe to say that whJtever other activ~ might have been under; way was no exception to that
rule,~ ;' II.

Butthe good luckdf not last. In the s~er of 2010) Sh~~~er a new~ariant Ofthe~:worm
had been sent into Nj·atanz, it became cleaTthat the w~ Wrwas never sUJ!posedtQjleave. . I . . j\'U~ln~' . u\t\i: ~1{M,I.•the Natanz mach~s, bad broken free~like a zoo animal t~ f~d the keys to ;fhe ~ii~t fell
to M:r.Panetta and two other crucial piayers in Olympic Gam~ - General ~' 4.¢ vice
chairman of the JoJt Chiefs of Staff, aildMicbael J. Morell,ltare"'I~n'l'lt'V directoi~bftb.et6iI;!A~~··~11. I ' ": i .:' t"~L.T J, "J ~t I'pi,::: ••..
to br:,eak the news to Mr.Obama and Mr.BideD? . f: !, < It' I '.!, ": t •. ~

I ' . I'
i 1 "

An error in the code. they said, had le4 it to spread to ~n e'~eerts computer when it was
booked up to the ~?~e~. ~~ ~*,~!1~ 1.~ ~~t~i~;,~~ed the compu!er to the
Internet, the Ame~"an(rIsraeli::ni'aaebUi fBlle<i"to re~ tli8.fits environment bad
changed. It began Jplica.ting itself an kound the world. Suddenly, the code was exposed,
though its intent wdwd not be clear, at least to ordinary computer users.

"We:think there j a modification d~e by the Israelis," one:~the briefers told the presid~nt,
"and we don't know/Iif we were part of itbat activity." ' '::.l.d~·. ~,

J "[~111 t' ~

Mr. Obama. accor~ to officialsin th~ room, asked a seri~l~l~stions, f~ tha~i~l~
could do damage outside the plant. The answers came back;,iitt1[iL~""ed terms. !'it Bideh~~ed!;),

"I f. W:l:·l.lltEt ·-t· ., .,.'.p.•..'il', ,\~
"It's got to be the Israelis:' he said. "T):aey went too'fa~,;" .r.~i~:l~r: ' . I; . ! I '.I I~""'t. .

j : II:" I ~'

In fact, both the Israelis and the Ameri.cans had been aimfug for a particular part of the
, I I '

centtifu e ~nt a critical area whose lOss th ··'-.~lJad·~·wOOld set the Iranians back
consMergab~. It).~~;~h~·iIit¥~~~i~1~~mi~t¥~. "-:~:,..- .~
The question faciDglMr. Obama was ~r the rest of O~mpic Games was injeopardy. cow
thatla variant oftbJ bug was replicatU1-g itself-in the wild," whe.re computer security experts
can dissect it and ~e out its 1JU1'P05lo. . ','. i'
"I dontt think we Jve enough :iD:formatioo," Mr. Ohama tol~1·i~:group tha~ daY~according.!o

I ' '. }I' lil~11I1 ., ",;'t'

the 6mcws. But in the meantime, he ~dered tm.t"the,:cyb~r~~ckscontinu;e. T~e:f..werl\1'.E~~~i
(disr I. he . __ •..1 ~~1 13lHlBitfld. .. :l1.,;;;:'· Mt ~ .•.ttl j

best hope 0 ~mg t Iraman uu:ear progr~ 'u;.II~f. ' /Jnuc.san~o~iw~f,,~,rt:~!l:)~1
harder and reduced Iran's oil revenue~. . ~';"~~~~' ! i :.~1'! h~' I 't ' . I

I :" I:' \'
nylimes.comI2C112J06ID1Jwortdlmld4llee8S110bamHrclentd-Wave-Gf,o£YblraltlclcS4g8,nst-iran.htmI?;J... •. 7/8

P
' , ;t-

':.: ~~.-;':~,~.'.:....:~'.:.""~;'.'...~~·It~,:,~:"._ '
.-.fi! ••.• j. '. '1'._~·'··""""·'" ., ..~..-. ",:, -
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'!lee I D: 397 54 ~ 90•••••••••••_~_ ••••'" •••-~r' I D: A397 5419
Within k anot'he . -&the'b b l.1.t ..J:...•. _ ,.~(' 1,1111~1.. ntrifug Diy ,I a wee, r ver~n VI, .1 ~ ,r~~,.~u~~~:~~~rll~Qoo ce es, mplC
GaIbes was still onJ .' ·f·'· .' I" ·'.;f~<iil~tfLi~'

I I ; ,,:~, t~.~::f'
A Weapon's unciert

j
aiD Future, . . "~~: :~,'~~J,,'::.' t I'

, t'.' •"~i' : 1'T" ;', ;1:
American cyberatt8cks are not: limite<;l to Iran'!J:l~~~lj.~f~iW" 1 tt~On, as o~;~dmiDi\tration
offi ial" tIt it' "'-- J__ h .•.l-.;...JIy )~!~ .•'~I '.',1 ,~jb: t' J;:tt Ii m~t _.~"1C P • JlilS uccD overw ~j,UUfj on one ~~,a:~;;T" J.~ 'IS reason 'olue eV~J.~.laww

" th tl \1 S officiati; sti ~';L,·~~ith1:,I.'~i ,~: j~\' it '~.2l~i~.~~'ll:ilJ~I;
rem~m e ~e or o~. ome I que m;-ir~~~ie,~:,. ~';~ .! .:. ~a!'~J'~~}J~:W£~~:.?,
more aggresswely ~aiDst North Korea. Others: seel~hVi I:. \~·t 'lll~m~~, m-~,~t~,ns,~.,
forces in Syria on t~e way to suppresslthe upris~ ~re,t,~t;lJ~a«;,~~~r:atio~:)u-oifuaf~e , I" :tl
world. "We've considered a lot more attacks than ,wehave gone ahesa with," otie former i
intelligenceofficialJaid; . ,

Mr.Ohomahas rJatedly toldI)is.~ ~ ~e ~e ~.t~.using.- andparticularlyto
overUSing -- the w~pon; Ilifici:, ~~'~;s'tnfr~:fu~~i~~Ore dependent on Computer
systems, and thus fore vulnerable to ~ttack, than that of the United States. It is only a matter
of time, most experts believe, before ~ becomes the target of the same kind of weapon that the
Americans have usJd, secretly, against Iran.

Thisarticle is adapte1from '-confront m¢ Conceal: Obama's Sed-et War-S and Surprising Use 01
I II ~ r'American Power•••td bepublished by C~wn on Thesday~ II '" I' ~' (t~
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIACase: 67855
11 June 2012

Larry E. Klayman, Esquire
2020 Pennsylvania Ave., NW,Suite 345
Washington, DC 20006

This responds to your Freedom of Information Act (FOIA)request of
1 June 2012, which was received by this office on 4 June 2012, for the
following:

1. "Any and all information that refers or relates to the NewYork Times
article entitled 'Obama Order Sped Up Wave of Cyberattacks Against
Iran' by David E. Sanger on Friday, June 1,2012, and which information
was provided and leaked to Mr. Sanger and the NewYork Times;

2. Any and all information that refers or relates in any way to information
released to David E. Sanger and/ or made available to him;

3. The names of the persons, employees, and job titles and addresses of
those who 'leaked' the above information to David E. Sanger;

4. Communications with The White House and/ or Office of the President
and/ or Vice President that refer or relate in any way to the 'leaked'
information and/ or reasons for 'leaking' the information;

5. Any and all information that refer or relate to the decision to 'leak'the
above previously classified information;

6. Any and all information that refers or relates to government agencies
deciding to investigate who 'leaked' the above previously classified
information. »

Your letter has been assigned Case Number 67855. Please refer to this case
number when contacting us about your request. For purposes of this request
and based on the information you provided in your letter, you are considered
an "all other" requester. There are no assessable fees for this request;
therefore, we did not address your request for a fee waiver. Your request has
been processed under the provisions of the FOIA.
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We have determined that the fact of the existence or non-existence of the
materials you request is a currently and properly classified matter in
accordance with Executive Order 13526, as set forth in Subparagraph (c)of
Section 1.4. Thus, your request is denied pursuant to the first exemption of
the FOIAwhich provides that the FOIAdoes not apply to matters that are
specifically authorized under criteria established by an Executive Order to be
kept secret in the interest of national defense or foreign relations and are, in
fact properly classified pursuant to such Executive Order.

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. The third exemption of the FOIA
provides for the withholding of information specifically protected from
disclosure by statute. Thus, your request is also denied because the fact of the
existence or non-existence of the information is exempted from disclosure
pursuant to the third exemption. The specific statutes applicable in this case
are Title 50 u.S. Code 403-1(i); and Section 6, Public Law 86-36 (50 u.S. Code
402 note).

The Initial Denial Authority for NSAinformation is the Deputy Associate
Director for Policy and Records, D. M. Janosek. As your request is being
denied, you are hereby advised of this Agency's appeal procedures. Any person
denied access to information may file an appeal to the NSAjCSS Freedom of
Information Act Appeal Authority. The appeal must be postmarked no later
than 60 calendar days of the date of the initial denial letter. The appeal shall
be in writing addressed to the NSAjCSS FOIAAppeal Authority (DJ4), National
Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade, MD
20755-6248. The appeal shall reference the adverse determination and shall
contain, in sufficient detail and particularity, the grounds upon which the
requester believes that the determination is unwarranted. The NSAjCSS FOIA
Appeal Authority will endeavor to respond to the appeal within 20 working days
after receipt, absent any unusual circumstances.

Sincerely,

~~
PAMELAN. PHILLIPS

Chief
FOIAjPA Office
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

 
 
FREEDOM WATCH, INC., 
 

Plaintiff, 

v. 

NATIONAL SECURITY AGENCY; 
CENTRAL INTELLIGENCE AGENCY; 
DEPARTMENT OF DEFENSE; and 
DEPARTMENT OF STATE, 
 
 

Defendants. 
 

      

 

Case No.  1:12-cv-01088 
Judge Robert L. Wilkins 
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FREEDOM WATCH, INC. 

Plaintiff, 

v. 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

Civil Action No.: 1:12-cv-01088 
NATIONAL SECURITY AGENCY, et. al. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Defendants 

DECLARATION OF VICE ADMIRAL KURT W. TIDD 

I, Kurt W. Tidd, Vice Admiral, United States Navy, pursuant to 28 U.S.C. § 1746 make 

the following declaration. 

1. I am the Director of Operations for the Joint Staff at the Pentagon and have served 

in this capacity since July 27,2012. In my capacity as the Director of Operations I am responsible 

for all Department of Defense (DoD) operational matters outside ofthe continental United States. 

As such, I coordinate and communicate frequently with the staffs of the Unified Combatant 

Commands, to include U.S. Africa Command, U.S. Central Command, U.S. European Command, 

U.S. Pacific Command, U.S. Southern Command, U.S. Strategic Command, U.S. Transportation 

Command and U.S. Special Operations Command, as well as with the Intelligence Community, to 

ensure on behalf of the Chairman of the Joint Chief of Staff that the President of the United States' 

and Secretary of Defense's direction and guidance are conveyed and executed, and that combatant 

command concerns are addressed by the Joint Staff. I evaluate and synthesize such concerns and 

advise and make recommendations to the Chairman of the Joint Chiefs of Staff regarding our 

worldwide military operations. I have served in the United States Armed Forces for over thirty 

1 
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years at various levels of command and staff. As a commander of U.S. forces, I commanded U.S. 

Naval Forces Southern Command and U.S. 4th Fleet, Carrier Strike Group 8 aboard USS Dwight 

D. Eisenhower (CVN 69) (during a combat deployment supporting coalition forces in Operation 

Enduring Freedom), and Persian Gulf maritime operations as Commander, Middle East Force and 

Commander Task Force 55. As the Director of Operations, I receive and review daily operational 

plans and briefings, reports and intelligence analyses from the Combatant Commands, the Joint 

Staff, and the Intelligence Community. 

2. I make the following statements based upon my years of service and experience in 

the United States military, personal knowledge, and information made available to me in my 

official capacity. 

3. I am familiar with the above captioned litigation and the FOIA request, dated June 

1, 2012, which plaintiff sent to multiple defendants, including DoD, seeking records regarding a 

New York Times article regarding cyber-attacks against Iran. A copy ofthe request is attached as 

Exhibit 1. The request appears to seek information that refers or relates in any way to the contents 

of the New York Times article. The article discusses "attacks on the computer systems that run 

Iran's main nuclear enrichment facilities" allegedly conducted by the United States. The article 

also refers to alleged military operations and intelligence gathering efforts implicating several 

foreign nations, including Israel, Libya, and Pakistan. 

4. By letter dated June 7, 2012, DoD acknowledged receipt of Plaintiffs FOIA 

request. A copy of DoD' s June 7, 2012 letter is attached as Exhibit 2. 

5. By letter dated October 1, 2012, DoD informed Plaintiffthat "the fact ofthe 

existence or nonexistence of documents concerning the matters relating to those set forth in your 

request is classified in accordance with Executive Order 13526." A copy of DoD' s October 1, 

2 
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2012 letter to Plaintiff is attached as Exhibit 3. This response is commonly referred to as a Glomar 

response. 

6. The purpose of this declaration is to articulate the basis for the DoD Glomar 

response Plaintiffs FOIA request. 

7. FOIA exemption 1, 5 U.S.C. § 552(b)(1), provides that the FOIA disclosure 

provisions do not apply to matters that are: (A) specifically authorized under criteria established by 

an Executive Order to be kept from disclosure in the interests of national defense or foreign policy; 

and (B) are in fact properly classified pursuant to such an Executive Order. 

8. Executive Order (E.O.) 13526 establishes a framework for "classifying" and 

"safeguarding" national security information, Section 6. l(i) ofE.O. 13526 defines "classified 

national security information" or "classified information" as "information that has been determined 

pursuant to this order or any predecessor order to require protection against unauthorized 

disclosure and is marked to indicate its classified status when in documentary form." Section 

6.1(ec) ofE.O. 13526 defines "national security" as the "national defense or foreign relations of 

the United States." 

9. Section 1.1(a) ofE.O. 13526 provides that information may be originally classified 

under the terms of this order only if all of the following conditions are met: ( 1) an original 

classification authority is classifying the information; (2) the information is owned by, produced by 

or for, or is under the control of the U.S. government; (3) the information falls within one or more 

ofthe categories of information listed in section 1.4 ofE.O. 13526; and (4) the original 

classification authority determines that the unauthorized disclosure of the information reasonably 

could be expected to result in some level of damage to the national security and the original 

classification authority is able to identify or describe the damage. 

3 
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10. In Section 1.3(a)(2) ofE.O. 13526, the President authorized agency heads to 

designate officials that may classify information originally as TOP SECRET. In turn, and pursuant 

to Section 1.3 (e) of E. 0. 13 526, the Deputy Secretary of Defense, acting pursuant to a delegation 

from the Secretary of Defense, has authorized me to exercise TOP SECRET original classification 

authority. 

11. Section 3.6(a) ofE.O. 13526 specifically states that "an agency may refuse to 

confirm or deny the existence or non-existence of requested records whenever the fact of their 

existence or non-existence is itself classified under this order or its predecessors." 

12. As an original classification authority, consistent with Sections 1.1(a) and 3.6(a) of 

E.O. 13526, and as described below, I have determined that the fact of the existence or 

nonexistence of the records requested in plaintiffs request is a properly classified fact that concerns 

E.O. 13526 Sections 1.4(a) (military plans, weapons systems, or operations), (d) (foreign relations 

of the U.S.), and (e) (intelligence activities and intelligence sources and methods). 

13. I also have determined that the fact of the existence or non-existence of the 

requested records has not been classified in order to conceal violations of law, inefficiency, 

administrative error; prevent embarrassment to a person, organization, or agency; restrain 

competition; or prevent or delay the release of information that does not require protection in the 

interests of national security. 

14. Acknowledging the existence or non-existence of records responsive to plaintiffs 

request could reveal whether the United States, and specifically DoD, conducts or has conducted 

cyber-attacks against Iran. Accordingly, acknowledging the existence or non-existence of 

responsive records could clearly reveal military plans, weapons systems, operations, and 

intelligence activities. Official acknowledgement that DoD has or has not conducted or intends to 

4 
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conduct a particular military or intelligence activity in Iran would directly impede potential future 

military or intelligence actions. Such a disclosure would also cause damage to national security by 

providing insight into DoD' s military and intelligence capabilities and interests. 

15. In addition, because the request may seek information related to military operations 

and intelligence activities conducted in coordination with other nations, acknowledging the 

existence or non-existence of records responsive to Plaintiffs request could reveal the nature and 

scope of the activities with these foreign nations, and would therefore invariably implicate foreign 

relations ofthe U.S. Any response by DoD that could be seen as a confirmation or denial of its 

alleged involvement in the alleged cyber-attacks could raise questions with other countries about 

whether or not the DoD is operating clandestinely inside their borders. Although it is known that 

DoD conducts military and intelligence operations in foreign nations, publicly disclosing a 

particular military or intelligence activity could cause the foreign government to respond in ways 

that would damage U.S. national interests. 

16. In a typical case, a FOIA requester submits a request to DoD for information on a 

particular subject and DoD responds by conducting a search for records. If records are located, 

DoD will provide non-exempt records and those portions of records that can be produced. In the 

typical case, DoD confirms the existence or non-existence of records. Generally, such 

confirmation poses no harm to the national security or to intelligence sources and methods because 

the response focuses on releasing or withholding specific, substantive information. In such cases, 

the fact that DoD may possess or not possess records is not in itself a classified fact. 

17. However, when, as here, the fact of the existence or non-existence of the requested 

records is classified and reasonably could reveal military and intelligence activities, DoD cannot 

confirm or deny whether it possesses such information. In other words, what is classified is not 

5 

Case 1:12-cv-01088-CRC   Document 4-4   Filed 10/05/12   Page 6 of 25

JA93

USCA Case #14-5174      Document #1529974            Filed: 12/31/2014      Page 95 of 167



just individual records themselves on a document by document basis, but the mere fact of whether 

or not DoD does or does not possess responsive records that pertains to plaintiffs request. Any 

response other than a Glomar response could reveal military plans, weapons systems, operations, 

and intelligence activities, and would clearly implicate foreign relations of the U.S. 

18. In order to be credible and effective, DoD must use the Glomar response 

consistently in cases where the existence or non-existence of requested records is a classified fact, 

including those instances in which DoD does not possess records in response to a particular 

request. If DoD were to invoke a Glomar response only when it possessed responsive records, and 

inform requesters when it had no records, the Glomar response would be interpreted as an 

admission that responsive records exist. This practice would reveal the very information that DoD 

was attempting to protect, provide a valuable advantage to foreign intelligence services and 

endanger DoD' s activities worldwide. 

19. I declare under penalty of perjury pursuant to 28 U.S.C. § 1746 that the foregoing is 

true and correct. 

Executed this 4-1\-1 day of October 2012 in Arlington, VA. 

~idd, USN 
Director of Operations, J-3 , Joint Staff 
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October 1, 2012 
Ref: 12-L-0966 

Mr. Larry Klayman 
Freedom Watch 
2020 Pennsylvania Ave., NW 
STE 345 
Washington, D.C. 20006 
 
Dear Mr. Klayman: 
 
 This is the final response to your Freedom of Information Act request dated June 1, 2012, 
for documents related to information leaked pertaining to cyber attacks against Iran.  We 
received your request on the same day that it was submitted. 
 

The Joint Staff has determined that the fact of the existence or nonexistence of documents 
concerning the matters relating to those set forth in your request is classified in accordance with 
Executive Order 13526.  Therefore, pursuant to 5 USC 552 (b)(1), Mr. Mark S. Patrick, Chief, 
Information Management Division, Joint Staff has denied your request.  By this statement, the 
Department of Defense neither confirms nor denies that such documents may or may not exist.   
 
 Since this is a matter of litigation your appellate rights are moot. 
 

Sincerely, 

 
James P. Hogan 
Chief 

 

 

 

DEPARTMENT OF DEFENSE 
DEFENSE FREEDOM OF INFORMATION POLICY OFFICE 

1155 DEFENSE PENTAGON 
WASHINGTON, DC 20301-1155 
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1 

IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF COLUMBIA 

 

FREEDOM WATCH, INC. 
                                                                  
                             Plaintiff,                    

v. 
 

NATIONAL SECURITY AGENCY, ET. 
AL., 
 
                                             Defendants. 

 
  
 
Civil Action No. 1:12-cv-01088-RLW 
 

 
 

  

 
 

FRCP RULE 56(d) AFFIDAVIT OF LARRY KLAYMAN IN SUPPORT OF 

PLAINTIFF'S OPPOSITION TO DEFENDANTS' MOTION FOR SUMMARY 

JUDGMENT 

 
 Larry Klayman, Chairman and General Counsel of Plaintiff Freedom Watch, being duly 

sworn, hereby deposes and says: 

1. Plaintiff requests discovery pursuant to Federal Rules of Civil Procedure ("FRCP") 56(d) 

concerning the claimed facts set forth in the declarations of Sheryl L. Walters, that 

Defendants have advanced as grounds for summary judgment. 

2. Defendants are in sole possession of information necessary for determination of any such 

summary judgment proceeding, including but not limited to: 

a) the identity of the custodian of records at the “originating agency” of one of 

the documents produced by defendants as referred to by Sheryl L. Walters;  

b) the description of the records redacted and marked “non-responsive”; 

c) the details regarding the review of documents by “originating agency” and the 

determination that certain documents were non-responsive and thus, not 

produced; and 
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2 

d) the full record, including but not limited to, and notes, writings, and/or 

electronic recordings from the interview between David E. Sanger and 

Secretary of State Hillary Clinton. 

3. Without discovery concerning the documents and other materials requested in paragraph 

2 of Plaintiff's FOIA request, Plaintiff is unable to justify its opposition to Defendant's 

Motion for Summary Judgment.  This is more fully set forth in Plaintiff's Opposition To 

Defendant's Motion For Summary Judgment which is incorporated into this affidavit by 

reference. 

4. Plaintiff requires discovery in the form of depositions of the custodians of records for the 

involved agencies, including, but not limited to, Sheryl L. Walters, a review of relevant 

documents and information that are in sole custody of the Defendant, and such other 

discovery as required to ascertain the facts relevant to Defendants' court-ordered Motion 

for Summary Judgment. 

 
Dated: May 20, 2013 

/s/ Larry Klayman   

Larry Klayman 
Chairman and General Counsel 
Freedom Watch, Inc. 
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1 

IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF COLUMBIA 

 

 

FREEDOM WATCH, INC. 

                                                                  

                             Plaintiff,                    

v. 

 

NATIONAL SECURITY AGENCY, ET. 

AL., 

 

                                             Defendants. 

 

  

 

Civil Action No. 1:12-cv-01088-CRC 

 

 

 

 

 

  

 

NOTICE OF APPEAL 

NOTICE is hereby given that Plaintiff Freedom Watch appeals to the United States Court 

of Appeals for the District of Columbia Circuit from the Order and Memorandum Opinion of this 

Court entered on June 12, 2014 (Docket Nos. 24,25)(Exhibit 1,2), which granted summary 

judgment to the Defendants, and all other orders and rulings adverse to Plaintiff in this case. 

 

Dated: July 14, 2014 

 

      Respectfully Submitted,  
 
        /s/ Larry Klayman   
      Larry Klayman, Esq.  
      FREEDOM WATCH, INC. 
      D.C. Bar No. 334581 
      2020 Pennsylvania Ave. NW #345 
      Washington, DC 20006 
      Tel: (310) 595-0800     
      Email: leklayman@gmail.com 
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2 

CERTIFICATE OF SERVICE 

 
 I HEREBY CERTIFY that on this 14th day of July, 2014 a true and correct copy of the 
foregoing Notice of Appeal (Case No. 1:12-cv-1088) was submitted electronically to the U.S. 
District Court for the District of Columbia and served via CM/ECF upon the following:  
 
 
John K. Theis 
Trial Attorney 
Federal Programs Branch 
U.S. Department of Justice, Civil Division  
20 Massachusetts Avenue, NW  
Room 6107  
Washington, DC 20530  
John.K.Theis@usdoj.gov  
 
Attorney for Defendants.  

 
 
 
 
 

Respectfully Submitted,  
 
        /s/ Larry Klayman   
      Larry Klayman, Esq.  
      FREEDOM WATCH, INC. 
      D.C. Bar No. 334581 
      2020 Pennsylvania Ave. NW #345 
      Washington, DC 20006 
      Tel: (310) 595-0800     
      Email: leklayman@gmail.com 
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CERTIFICATE OF SERVICE 

 
 I hereby certify that on December 31, 2104, I caused the foregoing 
document to be electronically filed with the Clerk of the Court for the United 
States Court of Appeals for the D.C. Circuit by using the appellate CM/ECF 
system. I further certify that on the same day, I served the foregoing document on 
the following counsel by electronic service via the CM/ECF system: 
      

Catherine H. Dorsey, Attorney 
Email: catherine.dorsey@usdoj.gov 
U.S. Department of Justice 
(DOJ) Office of the Attorney General 
950 Pennsylvania Avenue, NW 
Washington, DC 20530 
 
Matthew M. Collette, Attorney 
Email: Matthew.Collette@usdoj.gov 
U.S. Department of Justice 
(DOJ) Civil Division, Appellate Staff 
Firm: 202-514-2000 
950 Pennsylvania Avenue, NW 
Washington, DC 20530-0001 
 
Attorneys for Defendants-Appellees. 

     
Respectfully Submitted,  
 
  /s/ Larry Klayman   
Larry Klayman, Esq.  
D.C. Bar No. 334581 
Freedom Watch, Inc. 
2020 Pennsylvania Ave. NW, Suite 345 
Washington, DC 20006 
Tel: (310) 595-0800 
Email: leklayman@gmail.com 

 

JA165

USCA Case #14-5174      Document #1529974            Filed: 12/31/2014      Page 167 of 167


	FW v. nsa Appendix Index
	Appendix combined
	Binder1
	0o
	1
	4a
	4b
	4c
	4d
	Admin Record 12-F-0966.pdf
	12-F-0966 INITIAL RESPONSE



	Binder2
	8 - Order
	10 - Order
	11
	2013 04 17 - Supp  Walter Declaration (incl  exhibits)
	EXHIBIT 3
	2013 04 17 - Supp  Walter Declaration (incl  exhibits)
	EXHIBIT 4
	2013 04 17 - Supp  Walter Declaration (incl  exhibits)

	13
	23
	24
	25 - memo
	26


	appendix CERTIFICATE OF SERVICE



